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Certificate No: AKSIT/2025-26/877

Date: 03 November 2025

Web Application Security Certificate

Web Application Name:

Testing URL:
Production URL:
Environment:

Audit Performed by:
Testing Period:

Hash value on Staging
Server (MD5):

Validity of Certificate:

Reference Document:

Final Test Result:

Trade Connect ePlatform
https://stg.trade.gov.in/pages/home

https://www.trade.gov.in

Java 21, Java 8, TCS DigiGOV™ 3.0

Ms. Prachi Sharma

06 October 2025 - 31 October 2025
51552a89aecala64e79d32d435f4a6e8

The certificate is valid till no additional changes in the
dynamic content are carried out, or one year from the date
of issue, whichever is earlier. Any change in hash value
will render the Certificate invalid.

Web Application Security Audit Report v2.0(Final)_03-
November-2025_Trade Connect ePlatform

The Web application has been audited for security on test
URL as per Cert-In Guidelines, NIC Guidelines, OWASP
Standards and other Best Practices and is declared safe for
hosting with Read only permissions as per
recommendations below.

Recommendations for Hosting in Production Environment:

Latest and stable TLS version should be used and disable weak SSL cipher suites.
Web Server and OS Level hardening be done on the production server before
deployment.
Use the latest and stable version of all the software components in the application.
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Rohit Singh Chauhan

CISA, CEH, ECSA, ISO 27001 LA

AVP - Application Security

AKS Information Technology Services Pvt. Ltd.
CERT-In & STQC Empanelled Company

Reviewed by: Vishrant Ojha
(Asst. Manager - Application Security)
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